Comprehensive Digital Identity

Demographic Data
Organization Data
Card Data

Face Image
Fingerprint
Manuscript Signature

Multi-Purpose Card

Printed Data on Card Body

Digital Data on Card Chip
Encoded Data on 1D/2D Barcodes
Encoded Data on Magnetic Strip
Contact Smart Card

Contactless Smart Card

Cryptography Functions

RSA 1024/2048

Up to 4 Key Pairs and Certificates
Digital Signature
Encryption/Decryption

Key Generation

Key Import

Easy Deployment

Driverless by Dastine Plug-in for
all Windows versions

Driverless for Windows 7 and
above

MS-CAPI driver for Windows XP
and Vista

PKCS#11 driver for Windows XP
and above

PKCS#11 driver for Linux Kernel
ys 000 00000

Driverless by Dastine for Android
v.\ 000 00000

Security

FIPS 140-2 Level 3 for chip

Code Signed by VeriSign CA for
Plug-in

Timestamped by VeriSign TSA for
Plug-in
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Smart Card Specification

Java Card 2.2.2

Global Platform 2.1.1
EEPROM 72KB to 256KB
ISO/IEC 7816 (Contact)
ISO/IEC 14443 (Contactless)
ID-1 Card Size

PVvC

Programming Platform

.Net Framework SDK

J2EE and J2SE SDK

PHP

Others that support JavaScript

Web Browser

Microsoft Internet Explorer (IE)
(6 and above)

Mozilla Firefox (13 and above)
Google Chrome (4 to 16)

Standards

FIPS 140-2

(Security Requirements for
Cryptographic Modules)

FIPS 180-4

(Secure Hash Standard (SHS))
PKCS#1

(RSA Cryptography Standard)
PKCS#10

(Certification Request Standard)
PKCS#11

(Cryptographic Token Interface)
PKCS#12

(Personal Information Exchange
Syntax Standard)

PC/SC

(Personal Computer/Smart Card)
ISO/IEC 7816

(Identification cards - Integrated
circuit(s) cards)

ISO/IEC 14443

(Identification cards - Contactless
integrated circuit cards - Proximity
cards)

NIST SP 800-73-3

(Interfaces for Personal Identity
Verification (PIV))

MS-CAPI

(Microsoft Cryptography API)
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